There are a number of mitigation tactics available. At the very least, application
providers may choose to develop user documentation or customer service expertise to
help their users understand the nature of the problem and potential workarounds, if
available. Another tactic may be to redesign some applications to use different ports,
to conduct connectivity testing before establishing connections, to be port-agile, or to
make port selection user-configurable. Whether any of these options are available may
depend on whether re-designed versions of the application can be made compatible
with existing versions.

These mitigations may raise additional issues for application providers. Introducing
connectivity checks can impact performance, causing applications to take a
significantly longer amount of time to establish initial connections. Shifting to ports
that are already in common use by other applications and protocols can complicate
application design. For example, some networks use proxies to validate that HTTP
traffic conforms to specific protocol semantics; shifting non-HTTP traffic to port 80
may therefore result in the loss of particular functionality or may prevent the use of
non-TCP transports. The implications of movement towards the majority of
applications running on a small number of ports are uncertain as of yet. Such a change
could arguably dampen the “diversity” or limit the number of different types of
applications that can perform well on the network, since new applications may be
expected to conform to the way that existing applications function on the same port
(for example, expecting that all TCP /80 traffic behaves like HTTP).

Port blocking on residential networks may particularly constrain independent or non-
commercial application developers, many of whom experiment with new application
features and functionality using residential broadband connections. Although the rise
of cloud computing resources may provide these developers with a way to circumvent
restrictions imposed on their home connections, port blocking on residential networks
may still put limits on local testing and development.

Port blocking is among a set of tools and tactics (NAT being the other major example)
that can undermine the original intent of ports: to provide reliable local addresses so
that end systems could manage multiple communications at once. In general, blocking
ports does not cause applications to vanish from the Internet, but rather induces a cat-
and-mouse game whereby application development either becomes increasingly
complex so as to evade port blocking through port-agnosticism, or drives application
traffic to a dwindling set of ports that are reliably kept open across most networks.
These efforts in turn cause ISPs to seek increasingly application-aware means of
identifying and thwarting unwanted traffic.

4.1.3. Consumer or End-User Concerns
Port blocking can cause applications to not function properly, or “break”, by

preventing them from using the ports they were designed to use. Importantly, it may
not be obvious to Internet users why their affected application is not working because
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the application may simply be unable to connect or fail silently. If error messages are
provided, those messages may not contain specific details about the cause of the
problem. Users may seek assistance from the ISP’s customer service, online
documentation, or other knowledgeable sources if they cannot diagnose the problem
themselves. The process of diagnosis is further complicated by the fact that the
problem could alternatively be caused by home networking equipment or a software-
based port block.

Users’ ability to respond to port blocking depends on their technical sophistication
and the extent to which workarounds are available. Overcoming the port block may
require installing a software update, changing a configuration setting, requesting an
opt-out from the ISP, or upgrading the level of service (from residential to business,
for example). If these options are not available, or if users lack the knowledge or
willingness to pursue them, they may be prevented from using the blocked application
altogether, or they may have to switch to a different application or a different network
(from wired to wireless, for example). Where port blocking is used to funnel traffic to
an ISP’s own infrastructure (by limiting outbound TCP /25 traffic unless the traffic is
destined for the ISP’s own mail servers, for example), it effectively reduces the set of
application provider choices available to users (all other mail servers, for example).

The trend towards port overloading, or in other words the fact that many different
applications now use the same port, means that traffic identification and classification
need to take place at the application layer. This may have implications for user control
and privacy, because port overloading motivates the deployment of Deep Packet
Inspection (DPI}) and other content-aware technologies that can be used to identify
and manage specific applications or communications.

Blocking of certain ports could also have more serious repercussions for user privacy and
security. For example, blocking port 443 would effectively prevent secure HTTP
communication and the ability of users to connect with the large number of sites that
require Hypertext Transport Protocol Secure (HTTPS). Port blocking used in this capacity
is an attempt to keep communications in clear text (perhaps for inspection or surveillance
purposes). This port has been blocked by ISPs outside of the US, but not domestically.

5 Technical Working Group (TWG) Suggested Practices

While port blocking can have positive security benefits, it can affect how particular Internet
applications function. Thus its use has the potential to be anti-competitive, discriminatory,
otherwise motivated by non-technical factors, or construed as such. As a result, the
Broadband Internet Technical Advisory Group (BITAG) has a number of suggested
practices regarding port blocking on both wireline and wireless networks.
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5.1. ISPs Should Avoid Port Blocking Unless No Reasonable Alternatives Are
Available

BITAG recommends that ISPs avoid port blocking unless they have no reasonable
alternatives available for preventing unwanted traffic and protecting customers. Further, if
port blocking is deemed necessary, it should only be used for the purposes of protecting
the implementing ISP’s network and users. Port blocking should not be used for ongoing
capacity management, or to enforce non-security terms of service, or to disadvantage
competing applications.

Port blocking can create collateral damage for legitimate users and uses of the network,
and can complicate the development of applications. A number of applications (including
many that pose security threats) have evolved to become port-agile or to use ports that are
unlikely to be blocked, most commonly ports 80 and 443. As a result, the long-term
effectiveness of port blocking as a means to prevent unwanted traffic is limited. On the
other hand, ISPs may view port blocking as a simple and powerful way of handling security
threats, particularly in the short term. Despite the negative impacts that may come with the
practice, for the time being its use may be considered a necessity.

5.2. ISPs Should Provide Opt-Out Provisions

BITAG recommends that if an ISP can reasonably provide their users with opt-out
provisions or exceptions to their port blocking policies, they should do so.

BITAG recognizes the benefit of providing opt out policies for a subset of users and for
certain port blocking rules. However, the technical feasibility, administrative complexity,
and costs can vary greatly depending upon the implementation, including the particulars of
the access network technology (i.e. DOCSIS, DSL, LTE, etc.). For example, there may be
cases where SNMP blocking is only feasible in an access router or other aggregation point,
some distance from the user’s equipment, which may make per-user controls exceedingly
difficult or impossible. Thus, BITAG recommends that ISPs balance their decisions about
which ports to block with their capabilities of offering opt-out.

5.3. ISPs Should Disclose Port Blocking Policies

BITAG recommends that ISPs publicly disclose their port blocking policies. The information
should be readily available to both customers and non-customers alike, and should be as
informative and concise as possible. For example, port blocking policies could be provided
on the ISP’s public facing website, on a page dedicated to summarizing or describing the
respective ISP’s network management practices.
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For persistent port blocks the information should include:

* Port number(s)

* Transport protocol (e.g., TCP or UDP)

* Application(s) normally associated with the port(s) (e.g, SMTP)
* Direction of the block (outbound or inbound)

* Brief description of the reason(s) for the block (e.g., SPAM)

* If opt-out provisions are available and how to request such

This will give users better information with which to diagnose problems, can better inform
consumers’ decision-making when choosing an ISP, and can provide crucial information to
application developers.

There may be times when a security incident will prompt the need for an immediate and
temporary port block to be implemented by an ISP in order to protect its customers or
protect its network. It may not be feasible to disclose such blocks before they are removed.
There may also be times when the disclosure of port blocking in response to a particular
attack may compromise that security mitigation.

5.4. ISPs Should Make Communications Channels Available for Feedback

BITAG recommends that ISPs provide a communications channel or other clear method for
application providers and consumers to provide feedback to each ISP on its respective port
blocking policy - to discuss impacts caused by port blocking and to consider other possible
mitigations, among other things. The communications channel or other clear methods
should be provided where the port blocking policies are disclosed. 1SPs should be
reasonably responsive to communications received from application developers and
consumers, among other things to discuss impacts caused by port blocking and to consider
possible mitigations.

5.5. ISPs Should Revisit Their Port Blocking Policies on a Regular Basis

BITAG recommends that ISPs revisit their respective port blocking policies on a regular
basis to determine whether the threats that required the port blocking rules continue to be
relevant, and whether their policies should be adjusted accordingly. Some security threats
are permanent and some are transitory or short-lived. Items such as spam prevention by
blocking TCP/25 are expected to last quite some time, while others such as blocks to
prevent certain types of malware may be temporary and can be fixed over time with
software patching.
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5.6. Port Blocking Rules for Consumer Equipment Should Be User Configurable

BITAG recommends that the port blocking (or firewall) rules of consumers’ home routers
should be user configurable - whether the routers are provided by the ISP or purchased
separately by the consumer. It is recommended that the documentation provided with
each unit inform the consumer that port blocking or firewall rules have been implemented,
default ports blocked, and how consumers can modify those rules.
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Glossary of Terms

Home Gateway Device: A network element that creates, connects to, or extends a
home network for a user. These devices can perform a range of functions, such as
connecting to the Internet, creating or extending a wireless network, providing
backup and storage, etc. [See also RFC 6204]

HTTP Proxy: A computer system or an application that acts as an intermediary for
requests from clients seeking resources from other servers. A client connects to the
proxy server, requesting some service, such as a file, connection, web page, or other
resource available from a different server and the proxy server evaluates the
request as a way to simplify and control its complexity.

ISP Interconnection Links: For the purpose of this document, the places (links)
where IP traffic is exchanged between ISP networks.

Transmission Control Protocol (TCP): A protocol used along with the Internet
Protocol (IP) to send data in the form of information packets between computers
over the Internet. While IP handles the actual delivery of the data, TCP keeps track
of the individual packets that a message is divided into for efficient routing through
the Internet. IP packets can be lost, duplicated, or delivered out of order and TCP
detects these problems, requests retransmission of lost data, rearranges out-of-
order data, and even helps minimize network congestion to reduce the occurrence
of the other problems. [See also RFC 675 et al]

User Datagram Protocol (UDP): A protocol used along with the Internet Protocol

(IP) to send data in the form of information packets between computers over the
Internet. In contrast to TCP, UDP uses a simple transmission model with a minimum
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of protocol mechanism. UDP is suitable for purposes where error checking and
correction is either not necessary of performed in the application, thus avoiding the
overhead of such processing at the network interface level. Time-sensitive
applications often use UDP, where dropping packets is preferable to waiting for
delayed packets. [See also RFC 768]
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